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Abstract 
Cloud is a new challenge which must be faced by forensic investigators. There are vari-
ous types of cloud services, with each type having a different potential use in criminal 
activity. The difficulty lies in identifying and acquiring (or retaining) potential data 
when disparate services are used. The communication and cooperation with the service 
providers, for retrieving the stored files, is a time consuming process. For this reason, 
investigators must know where are the application data locally stored. 
There is a need for a framework of digital forensic investigations that is adapted to the 
requirements and special features of these services. In this thesis, we are proposing a 
framework based on existing methodologies. 
By using popular cloud services like Box, we will apply the proposed framework of fo-
rensic investigation on a computer with Windows 7. We will examine a variety of sce-
narios, including a number of file handling methods and access to this service. This re-
search contributes to a better understanding of the artifacts that are likely to be encoun-
tered by investigators at the identification stage, by defining the data remnants in the 
computer system. Such possible sources of information are the application files, the 
browser history and RAM. 
Despite the fact that the use and sharing of software, hosted on the Internet, is the next 
step in exploitation of World Wide Web, it could be a challenge for the researchers of 
digital forensics.  The dependency of individuals and businesses from various providers 
of cloud services (SaaS, PaaS, IaaS), may hinder the procedure of forensic investiga-
tions.
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1 Introduction 
The purpose of this chapter is to provide an introduction and to present the overall struc-
ture of the thesis. This chapter also outlines the main research objectives within the 
framework of the forensic analysis of cloud storage services. Lastly, there is a brief de-
scription of the thesis structure. 
Digital computer forensics is defined as the process of identifying, preserving, analyz-
ing and presenting digital evidence in a way that is legally acceptable [23]. 
There are also clearly defined principles governing the conduct of digital forensic inves-
tigation. These are: 
• No action is able to change data held on a computer or storage media, which 
may be presented at court. 
• Use of archetypal (original) data by a third party, after authorization. 
• In case an individual considers that access to archetypal data is necessary, that 
individual must be capable to do so and be able to explain the importance and 
the consequences of his actions.  
• The person in charge of the investigation, is entrusted with the overall responsi-
bility to ensure compliance with the forthcoming legislation and these principles 
[17]. 
Lastly, the US National Institute of Justice has published a guide for the forensic analy-
sis of computers. In this guide, the principles that need to be respected by the investiga-
tors, are defined, some of which are:  
• no action should affect the integrity of the data 
• the individuals in charge of the data analysis need to be properly trained 
• each activity need to be documented 
[28] 
Despite that the scope and procedures of digital forensics are well defined, the technol-
ogy used by the cloud and its legal implications, may complicate and in many cases 
hinder the investigation procedure. 
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Cloud, because of its infrastructure, facilitates criminal activities. It offers to criminals, 
easy access to encryption technologies, like SpiderOak. Moreover, a criminal can quick-
ly erase all data from his account, which increases the possibility not to leave evidence 
for the forensic analysis. Lastly, an unclear legal framework that criminals can exploit is 
created, because the storage of data is happening on servers located abroad, and cause of 
the policy of the companies that provide cloud services. 
1.1 Research Objectives 
The focus of this research is to determine whether there are any remnants of data from 
the use of cloud storage services in a computer system running Windows 7. First, we 
developed a framework that will guide our research. This framework is built based on 
the principles of digital forensics of computers, and it is having as a standard the meth-
odology of the Law Enforcement Process Model. The methodology, which we devel-
oped, may as well be used by investigators to investigate real crimes. 
Objective 1: Determine the theoretical background of digital forensics and cloud storage 
technology. 
Objective 2: Develop a framework of digital forensic analysis, that will help the investi-
gators to follow a standard procedure, when undertaking forensic analysis of cloud stor-
age services. 
Objective 3: Examine popular cloud storage services, like Box, and check if there are 
any data remnants to contribute to forensic research and analysis. 
Objective 4: Examine the effects, from a forensic standpoint, that the data traffic of the-
se applications have (metadata, date of access, hash value modification). 
With the completion of our investigation, we will have gained a better understanding of 
digital data, generated by the use of these applications. Finally, we will have defined the 
points where the investigators should draw their attention, like the phases of identifica-
tion, preservation, analysis and presentation of research. 
1.2 Thesis Structure 
Chapters 2,3,4,5 are the theoretical background of our research. Specifically, in chapter 
2, we will define the term Digital Forensics, what constitutes digital evidence and the 
process that we follow in a forensic investigation. In chapter 3 we will examine cloud 
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technology, cloud storage services and how this technology affects digital forensics. In 
chapter 4 we will analyze the forensic examination of RAM, the data that can be found, 
and the factors that affect the duration of their storage in memory. In chapter 5 we will 
determine the methodology that we are going to follow in our research. In chapter 6 we 
will determine the questions to be answered, that came up by the research which we will 
do, the tools and how to use them. In chapter 7 we will analyze Box Cloud service. 
Lastly, in chapter 8 we will summarize our findings, and some future extensions that 
our research can have. 
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2 Digital Forensics 
In this chapter we will present, in detail, digital forensics, its objectives and the princi-
ples that should be followed. Finally, we will analyze the phases and the categories in 
which it is divided. 
2.1 Definition 
Digital era has produced many new professions, but one of the most unusual is digital 
forensics. Digital forensics deals with the implementation of the law on computer sci-
ence. A definition of this term is the following: As digital forensics, we defined the digi-
tal investigation and analysis techniques that include the identification, preservation, 
collection, documentation and report of digital data, in order to define exploitable and 
legal evidence. 
Even though digital forensics is similar to other forms of forensics, the process of digital 
forensics requires excellent knowledge of computer hardware and software, in order to 
prevent unintentional cancellation or destruction of evidence and their preservation for 
further analysis. Also, the digital investigator must know in detail the national and in-
ternationals laws that are relative to the collection of evidence. Digital forensics has be-
come a popular topic in the society of computer security. Although it is an exciting 
field, the size of the information that is available is far bigger than the size of the infor-
mation that is possible to get analyzed, and the digital investigator needs to be experi-
enced in order to know when to stop analyzing. 
The main idea behind digital forensics is in the recovery of data. To do this, you must: 
• Identify the evidence. 
• Determine how to preserve the evidence from getting changed. 
• Collect, process and analyze evidence. 
• Ensure that the evidence will be accepted by the court. 
2.2 Digital Evidence and Data 
Digital evidence is the most important means of proof when examining a cybercrime 
case and any element that has a digital format. The Scientific Working Group on Digital 
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Evidence (SWGDE) [29], a consortium of international organizations that operates at 
the field of digital evidence, in October of 1999 standardized the evidence that have dig-
ital format and categorized them into: 
• Digital Evidence: Information which have evidential value in a criminal case 
and can be stored or transmitted in digital form. 
• Data Objects: Objects or information which have evidential value in a criminal 
case and are related to physical objects. 
• Physical Items: The physical media where the information and data objects are 
stored, or through which are transmitted. 
• Original Digital Evidence: Items and data objects at the time that are collected 
from the crime scene. 
• Duplicate Digital Evidence: A replica digital copy of all the data objects that are 
included in an original digital object. 
• Copy: An exact reproduction of the information that are contained in a genuine 
physical object, regardless of this object. 
Digital evidence can be stored on any device, such as an electronic computer, tablet, 
mobile phone etc., and in any storage medium, such as CDs, DVDs, USB sticks, 
memory cards etc. 
A “key” feature of digital evidence is the large degree of their alterability. They can eas-
ily be modified or destroyed by using various tools and methods. Therefore, the investi-
gator should seek and treat this information with great care. 
Digital evidence are consisted of Digital data. Digital data are distinguished in Volatile 
data and Persistent data. Volatile data are stored in system memory (registry1, cache 
memory, RAM), and they disappear if the computer shuts down or restart. Persistent 
data are stored in the hard disk drives of the system or in other storage devices, such as 
USB sticks, CDs / DVDs, memory cards and external hard disks. These kind of data 
will not be lost when you shut down or restart the computer. 
                                                
1 On disk, the Windows Registry isn’t simply one large file but a set of discrete files called hives. Some 
hives are volatile and don’t have associated files. The system creates and manages these hives entirely in 
memory; the hives are therefore temporary in nature. The system creates volatile hives every time the 
system boots. These files are database files, and only RegEdit, Regedit32 and the Kernel32 can read 
them.[30] 
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2.3 Research Evidence 
The primary goal in a digital forensic investigation is to define the type of evidence to 
be sought in the case. Knowing the type of the evidence being sought; is an indispensa-
ble part of a successful investigation. 
 
It is necessary to examine each one of these objects, to discover evidence that we can 
use in our investigation. 
Hardware 
While it is expected that in the beginning of an investigation we will focus on the hard-
ware parts, that is not always true. Numerous times it is possible to collect evidence, by 
examining the peripherals devices (Keyboard, mouse, CD / DVD player, scanner, etc.) 
for fingerprints. In several investigations it is of primary importance, whether the sus-
pect used a device or not. Before analyzing the hardware, we need to be sure that we are 
authorized to do so. After ensuring that we have the proper permission, we need to cre-
ate a list of all the evidence that we found. We record all the computer parts and any-
thing that is connected to the computer over wired or wireless connection. 
Computer System 
A computer system is consisted of hardware and software, that process the data, and it 
may include: 
• A case that contains the circuits, motherboard, processor (CPU), hard drives, 
RAM and interfaces / connectors. 
• Peripherals like a screen, a keyboard and a mouse. 
• External connected drives, devices and accessories. 
• The operating system and a wide variety of programs. 
Computer systems can take many forms, such as desktops, laptops, net-books, servers, 
etc. The additional peripherals include routers, switches, printers, scanners, etc. 
Removable Storage Media 
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Removable storage media are used for many purposes and are a source of information 
for evidence. They are usually used for: 
• Back up of data 
• Data transfer 
• Installing software 
The first two uses are those that have more interest for the investigator. Although we 
may not find evidence in a hard drive, we should always seek for secondary backups or 
copies. Generally, there are two types of files that exist in the removable storage media. 
The files that are stored intentionally and the temporary ones. The intentionally ones are 
stored files, which are saved as copies of files that may have been erased. 
While the investigation is in progress, if the system seems to have been “cleaned”, we 
must look for backups. In fact, the existence of software that “cleans” the system of evi-
dence, like Evidence Eliminator, usually indicates that the user is hiding something. The 
user is quite likely to have made backup copies before “cleaning” the system. Tempo-
rary files, the second type of files that can be found in removable storage media, are 
files or remnants of files which have been temporarily stored, in order to get transferred 
from one computer to another. It is quite likely that the files will still exist after the 
transfer, since there are quite few people who “clean” the removable storage media in a 
right way. 
Documents 
The last common type of evidence are the non-digital documents. We can define as a 
document anything that is written, can be touched and held. Evidence that are consisted 
of documents are documentary evidence. Printed reports, handwritten notes, and tables, 
are few examples of documentary evidence. The most important characteristic of the 
documentary evidence is that they need to get authenticated. It must be proven that the 
evidence derived from suspect’s computer and have not been changed since their collec-
tion. 
The investigator should take pictures of the documents and tables, and carefully exam-
ine the crime scene for any document which may be used as evidence. Many people 
write their credentials on sticker notes and keep them on their computer’s screen. Fur-
thermore, evidence may exist above, beneath or behind the hardware parts. 
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2.4 Forensic Investigation Procedure 
The forensic investigation, as we can see in the figure below (Figure 1), has four phases: 
• Collection 
• Preservation 
• Analysis 
• Presentation 
 
Figure 1: Phases of forensic investigation 
2.4.1 Collection 
It includes the procedures and methods of recording the physical scene of the crime. 
The documentation of the crime scene creates a registry for the investigation. It is im-
portant to record accurately the scene itself, the state of the computers, the storage me-
dia, the wireless network devices, the mobile phones and tablets, the internet and local 
network accesses and other electronic devices. 
2.4.2 Preservation 
A key issue, in the procedure of digital forensics, is the preservation of data. The phase 
of preservation corresponds to the pausing of any activities in the crime scene. It focus-
es on stopping or preventing any activity that may damage the digital information  being 
collected. The phase of preservation includes actions such as the isolation of computers, 
the cancelation of ongoing deletion procedures, and the selection of the most secure 
method to collect the information. 
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A computer has essentially two sources of data that are of interest to the investigator. 
The volatile and the non-volatile memory. The volatile memory is mainly related to the 
RAM memory of the computer, but it also includes the cache memory and registry 
memory. The non-volatile memory is associated with all the other types of media that 
do not lose their data when the power source is removed. Hard drives are the most 
common type of non-volatile memory, with storage capacities that now reach terabytes. 
This category also includes the various removable storage media (e.g. USB drives and 
SD cards). 
The first problem that an investigator will face, is what to do with the suspicious com-
puter. If the system is off, the decision is a bit simpler, since it is most likely all the vol-
atile data are lost. If the system is still powered on, the investigator must decide whether 
to terminate its operation immediately, or whether to proceed with the recovery of sys-
tem’s volatile data (RAM, cache memory). In chapter 4 we will examine in more detail 
the RAM memory. 
 Once the volatile data are copied, a number of other tools can then be used to extract 
useful information about the computer system. There is also a wide variety of available 
tools that could be used, during the live analysis, for the collection of relevant data. 
To ensure the integrity of the information that are obtained during the live analysis, it is 
important to ensure that the investigator will use version of tools which belong to him 
(i.e. trusted) and not the tools that are installed on the system to be analyzed. Therefore, 
it is common for forensic investigators to create their own suite of tools, for use during 
live collection and analysis. 
After the completion of live analysis, follows the system’s shut down and its transport 
to the laboratory, for the forensic collection of non-volatile data. The acquisition of the 
hard drive can be achieved in various ways: 
• Removing the drive from the suspicious computer and connect it to a reliable 
machine. The connection method with the reliable system would depend on the 
hard drive’s interface (e.g. PATA, SCSI, SATA). The insertion of a write block-
er, between the hard drive and the computer, ensures the data integrity of the 
hard drive to be tested. 
• Establishing a connection with the suspicious machine through network connec-
tion. The secure boot of the suspicious computer, using the appropriate programs 
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(stored either in a CD / DVD or in a USB drive), allows us to recover the hard 
drive. 
From the organizations’ / companies’ standpoint, is not always possible to follow the 
previous steps for the collection of non-volatile data. Many organizations are equipped 
with systems that is not simple task to terminate their operation. Because of this, the use 
of other methods, for the recovery of non-volatile data, is required. 
 Here are the four levels of data collection, sorted by increasing precision: 
• Individual files 
• Back up repositories 
• Bit-to bit recovery of the individual disk partitions. 
• Bit-to-bit recovery of the entire disk. 
If the data are stored or still remain within existing files, then the first two approaches 
will be successful in identifying data. The advantage of the latter two approaches, is the 
wealth of information that can be collected from memory’s and operating system’s un-
allocated clusters. 
There is a variety of tools that facilitate the copying process. The original method of the 
forensic disk copy was the creation of an exact bit-to-bit (raw) disk image. Unix’s (Op-
erating system) “dd” command is used widely for this purpose. This means that if the 
investigator wants to copy a disk of 250GB, he will need at least a 250GB drive to store 
the copy. 
This subchapter began with a reference to the fact that data preservation is imperative at 
this stage. The procedure of securing the preservation of data, derived from the need to 
guarantee the data integrity. The universal tool that is used for this purpose are the hash 
functions (or else digest functions). A hash function is able to receive an input of varia-
ble length and produce an output of fixed length that defines the input uniquely, and is 
often mentioned as a data fingerprint. 
Two algorithms are used: 
• The Message Digest 5 (MD5), with a 128-bit output, which was created by 
Ronald Rivest. 
• The Secure Hashing Algorithm (SHA-1), with a 160-bit output, which was pub-
lished by NIST. 
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By obtaining a fingerprint of the suspicious hard drive before its replication, and then by 
comparing the initial result with the copy’s hash output, an investigator is able to con-
firm if a precise bit-to-bit duplicate disk has been produced. 
Although there are plenty of tools that can undertake this procedure, a careful examina-
tion of the hardware, software and procedures is required in order to be used. The in-
compatibilities among hardware, the access to the BIOS to modify the devices’ boot or-
der, and different driver versions are factors that can affect the recovery process. How-
ever, once the fingerprint is successfully acquired, the hard drive can then be analyzed. 
Once a copy of a disk or a partition is created, and its integrity is verified, the investiga-
tor does not need to operate with the original drive. In fact, it is common practice for the 
original evidence to be stored in guarded facilities, and to be paid special attention to 
environmental factors that may affect the integrity of the evidence (e.g. positioning hard 
drives near magnetic sources). 
2.4.3 Analysis 
In the analysis phase, the investigator examines the acquired data to identify the evi-
dence. There are three major categories of evidence: 
• Aggravating / Incriminating evidence: Those which support a specific theory. 
• Exculpatory evidence: Those that are contrary to a specific theory. 
• Evidence of Tampering: Those that cannot be associated with any theory, but 
they indicate that the system status has been tampered with. 
The analysis of digital data may not be as exciting as the identification and collection, 
but this is the most crucial component of digital forensics. In this phase, we extract and 
interpret the data, to create a report that will organize and interpret the mystery world of 
digital evidence, so that it can be used to prove or drop civil, administrative or criminal 
charges. 
The analysis of digital devices and storage media, for the purpose of locating and ex-
porting data, has evolved into an advanced methodology, which is driven by the devel-
opment of increasingly powerful and advanced digital forensic tools. 
These are automated toolboxes that incorporate a plethora of functions, and offer a 
graphical user interface (GUI) that facilitates the user’s interaction with the application. 
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So instead of using several specialized programs for data analysis, we can use a pro-
gram to achieve most of these common tasks: 
• Identification of the file type, by checking the file’s header. 
• Recovering deleted files. 
• Search for files in distributed / unallocated space. 
• Email Mining and Processing. 
• Analysis of log files and registry files. 
• Analysis of metadata. 
• Creation of reports. 
Moreover, some processes, such as email processing and the recovery of deleted files, 
are performed automatically in the background. 
Automated forensic toolboxes have dramatically increased productivity and have be-
come the norm for the analysis of various storage media. However, there are various 
command line tools and independent programs that perform specific processes. Regard-
less of the tools’ type that will be used, if the user of the digital devices (which will be 
investigated) have not used any data masking process (e.g. cryptography), we will be 
able to recover all data. 
In fact, if we do not apply restrictions on our search (e.g. keywords, time constraints), 
we will end up with too much information that will burden our investigation. 
Operating system’s artifacts is a term that describes the data, metadata, log files, 
inodes, plists, restore points and temporary files that all operating systems create, as 
they perform their myriad functions. The identification, extraction / recovery, and most 
importantly the interpretation of artifacts, permits us recreating the operations and sta-
tus of the media that we examine. The challenge, which a forensic investigator faces 
when he detects such artifacts, is multiplied. First and foremost, he must correctly in-
terpret the information carried by this artifact, considering that different operating sys-
tems handle differently the same artifacts. 
The second challenge is probably more difficult. We need to explain, to a computer 
systems unfamiliar audience, that these data were created by the internal functions of 
an operating system, and what is their importance. 
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2.4.4 Presentation 
The investigator will be presenting his findings in a clear, comprehensive, well-
structured and precise report, in which he will explain all the conclusions he has 
reached. Regardless of the investigation’s nature (corporate, legal), the steps which are 
performed at the stages of collection and analysis are similar, because they are dominat-
ed by technical, rather than legal, issues. The stage of presentation, however, depends 
entirely on corporate policy and legal law, which may vary for each case. At this stage, 
we present the findings together with the corresponding data from a survey. In a corpo-
rate investigation, the audience is usually consisted by the directors’ board, the general 
manager and the executives. In a court, the audience is usually just a judge. So the cor-
porate policy and the legal framework determine the manner, the purpose and the con-
tent of the presentation. 
2.5 Digital Forensics’ Categories 
Digital forensics are divided into the following subcategories: 
• Computer Forensics 
• Network Forensics 
• Database Forensics 
• Mobile Device Forensics 
• Cloud Forensics 
Computer forensics is defined as “the implementation of the forensic science techniques 
on hardware”. In other words, computer forensics is the procedure of identifying, pre-
serving, analyzing and presenting digital evidence in a legally acceptable manner. 
On the other hand, network forensics is the capture, recording and analysis of network 
events, in order to discover the source of the security attacks. Network forensics gener-
ally have two purposes. The first purpose which concerns security, involves the moni-
toring of a network in order to detect ineligible actions. An attacker could delete all the 
log files on a computer, so the network data constitute the only available evidence for 
forensic analysis. The second purpose of network forensics associates with the law en-
forcement. In this case, the analysis of the recorded network traffic can include actions 
such as the reconstruction of transferred files, keyword search, and analysis of human 
communication, such as e-mails or chat sessions. 
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Database forensics is a branch of digital forensics that focus on forensic analysis of da-
tabases and their associated metadata. The steps which are performed are similar to the 
ones of computer forensics, following the normal procedure of forensic research and its 
application on the content of the database and metadata. A forensic investigation of a 
database can be associated with the timestamps of the various actions that were per-
formed, in order to examine the operations of a database user. Alternatively, the foren-
sic investigation may focus on identifying the transactions in a database system or an 
application, which suggest illegal acts, such as fraud. 
Mobile device forensics is a branch of digital forensics, concerned with the recovery of 
digital documents or data, from a portable device. The term portable device does not 
include only mobile phones, but also any digital device that has both internal memory 
and the ability to communicate. The spread of smartphones created the need for forensic 
investigation of the devices. This need could not be covered by the existing digital fo-
rensic techniques. The memory type; the different methods of operation and communi-
cation between the user and mobile device, require a different forensic procedure com-
pared to computer forensics. There are required specialized data extraction techniques 
that are tailored to the respective device. Portable devices can be used for the storage of 
several kinds of personal information, such as photos, contacts, calendars and notes. 
Cloud forensics is the combination of cloud computing and digital forensics. Cloud 
computing is a joint collection of regulated network resources (e.g. networks, servers, 
storage systems, applications and services) that can be quickly readjusted with minimal 
effort. Digital forensics is the application of the computer science principles, for the 
purpose of retrieving digital evidence and their presentation. Cloud forensics is a subset 
of network forensics. Therefore, cloud forensics follow the main phases of network fo-
rensics, while having the techniques adapted to cloud computing. Cloud computing is 
an evolving technology with complex aspects, which we will examine below. 
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3 Introduction to Cloud Com-
puting and Cloud Storage 
There are many discussions nowadays about Cloud Computing, and there is a plethora 
of references for this vague notion. In the traditional computing infrastructure, Operat-
ing Systems (OSs), applications or data are typically stored in user’s personal computer. 
In the working environment, data are stored on servers, which are usually in the same 
building, and they are well accessible from the rest of the company. 
According to the US National Institute for Standards and Technology (NIST) [26], 
“Cloud Computing is a model for enabling ubiquitous, convenient, on demand network 
access to a share pool of configurable computing resources (e.g., networks, servers, 
storage, applications and services) that can be rapidly provisioned and released with 
minimal management effort or service provider interaction. 
Cloud computing is a different form of Information Technology infrastructure. It is a 
service where data and services are provided by data centers, which are accessible from 
practically anywhere through the Internet and the use of desktops, laptops, tablets and 
smartphones. Someone can say that cloud computing is the next stage in the evolution 
of the World Wide Web. 
Cloud computing is mostly a framework for a “new” business model of providing ser-
vices, and not a technology, which seems has already started to monopolize the atten-
tion of scientists, engaged in IT, for the years to come. It is the evolution of the wide-
spread, nowadays, virtualization technology and the model of utility computing. One of 
its “key” features is that allows users to interact with devices or data, in such a way that 
minimizes the necessary interaction with the underlying layers of the technology stack. 
Cloud is a huge change in the way of which computing resources are provided, since it 
allows storage and processing of data via the Internet wherever we are and the use of 
operating systems and applications. Furthermore, the user does not need to purchase and 
install them on their computer. Instead, he can now use these resources as services. The 
provision of such services is similar to electricity supply, which you can use as much as 
you need, whenever you need it and pay only for what you consumed. Consumer is only 
concerned with the location of the plug and not with the production or the supply of 
electricity. 
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The most important applications that refer to cloud-based computing are Office, Busi-
ness, Storage and Media applications. There are several companies that already offer 
such services and others that are planning to do it in the near future. Some of these 
companies and their respective cloud platform services are: a) Amazon and Elastic 
Compute Cloud (EC2), b) Google and App Engine, c) Microsoft OneDrive and Azure 
Services Platform, d) Dropbox and Dropbox storage services, e) Salesforce and 
Force.com, g) Facebook. 
However, there is a confusion about what these “Cloud” services are, which are the 
benefits they offer, which are the possible drawbacks, and especially how safe are these 
services and how well protected are the privacy and personal data of users. 
3.1 Key and Signature features of Cloud Computing 
Regarding the cloud-based systems, as we can also see in Figure 2, the key features that 
compose them are: 
• Client Computers (Mobile, Thin, Thick) 
• Data Centers (Virtualizing Servers) 
• Distributed Servers 
 
 
Figure 2: Key features that compose Cloud-based systems 
There are five signature features of cloud-based Systems which make the difference 
against the traditional computational methods. These are: 
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• On Demand Self-Service: Consumers are able to use the computational re-
sources that they need (such as the time they will use the server and the amount 
of storage that they will use through the network) without having to mediate 
with the provider of the service. 
• Broad Network Access: These capabilities are available through the network and 
can be accessed through mechanisms and disparate platforms of users (e.g. mo-
bile phones, laptops, tablets). 
• Multitenancy (Resource Pooling): Provider’s computing resources are used to 
serve multiple consumers by using multiple tenants model, and with having 
physical and virtual resources dynamically re-assigned, depending on consum-
ers’ demand. Consumers have no control or knowledge of the specific position-
ing of the supplied resource, but they may be able to identify the location at a 
more abstract level, such as country, city or specific datacenter. Examples of 
such resources are storage, processing, memory, network bandwidth, and virtual 
machines. For the consumers – end users, the features that are available for them 
to attend, often appear to be unlimited and can be purchased – obtained in any 
quantity at any time. 
• Rapid Elasticity: These resources can be bound directly, resiliently and many 
times automatically, and as a result they exhibit immediately a mark as unavail-
able and quickly to be released and reappear as available. 
• Measured Service: Cloud systems automatically control and optimize the use of 
computing resources, by using measuring systems in one of the levels of abstrac-
tion that import, which is suitable for the particular provided service (storage, 
processing power, bandwidth, active number of users, etc.). The use of resources 
can be monitored, controlled and it is needs to be mentioned that provides trans-
parency on both sides, the consumer – end user and the provider of the used ser-
vice. 
These are the features that make cloud-based systems an attractive option for businesses 
and even for government organizations. 
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3.2 Service Delivery Models (SPI Models) of Cloud 
Computing 
There are three basic service delivery models in cloud computing (Figure 3). These 
three models are also called as “SPI Models” from their initials, which are Software, 
Platform and Infrastructure as a Service. 
 
Figure 3: Service delivery models of a Cloud-based system 
 
These three basic models can be defined, by analyzing them, as follows: 
• Software as a Service SaaS: Consumers are provided with the ability to use on 
demand the provider’s applications that “run” in a cloud infrastructure. The ap-
plications can be accessed through multiple customer devices, such as a “thin” 
client or a web browser. Consumers are not able to manage or control the under-
lying infrastructure, that is comprised of the network, the servers, the operating 
systems and the memory, with the possible exception of the configuration set-
tings of limited applications for specific users. For the suppliers the SaaS model 
is attractive, for the reason that provides effective protection of intellectual 
property, while it creates a continuous flow of income. Also this platform pro-
duces benefits for customers who do not tend to develop their own software, but 
are in need of applications with high demands on computing resources. Exam-
ples of SaaS are online word processing and spreadsheet tools, customer man-
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agement services on the web, like Salesforce CRM, Google Docs. Figure 4 
shows an example of a Software as a Service model. 
 
Figure 4: SaaS Infrastructure 
• Platform as a Service PaaS: Consumers are provided with the capability to de-
velop on the infrastructure of the “Cloud” applications or acquired applications, 
by using programming languages and tools, which are supported by the provid-
er, and the relevant API (Application Programming Interface). Consumers, as in 
SaaS, are not able to manage or control the underlying infrastructure. Though 
they have control over the applications that are being developed, and the ability 
to modify the environment and the performance of its applications. Examples of 
PaaS are Microsoft Azure, Force and Google App Engine. Figure 5 shows an 
example of a Platform as a Service model. 
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Figure 5: PaaS Infrastructure 
• Infrastructure as a Service IaaS: It is the management platform, through which 
is done the entire management of IaaS. Consumers are provided with the ability 
to develop and “run” any desired software, which can include operating systems 
and applications by using basic computer resources, such as processing power, 
memory and networks. Essentially, virtual machines and materials are provided, 
in abstract form, which the consumers have the ability to control through the 
supplied API. Consumers do not manage or control the underlying infrastruc-
ture, but they have control over operating systems, memory, developing applica-
tions and possibly limited control over selected parts of the network, such as 
firewalls (example, Host firewalls). Examples of IaaS are Amazon’s Simple 
Storage Service (S3), OneDrive, Dropbox and Rackspace Cloud. Figure 6 shows 
an example of an Infrastructure as a Service model. 
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Figure 6: IaaS Infrastructure 
3.3 Deployment Models of Cloud Computing 
In addition to the Service Delivery models (SaaS, PaaS, IaaS), we can distinguish four 
Service Deployment models.  These four models are: 
• Public Cloud: By public cloud we mean a set of computer and computer net-
works resources, which are based on the cloud computing model and are availa-
ble online, and in most cases supplied by a provider. As a model, public cloud is 
characterized by plenty advantages, some of which are: services are offered to 
users with safety, resiliency and continuous availability, and it is characterized 
by great flexibility due to the immediate supply of services and it charges only 
for the services that will be used. We can see an example of a public cloud at 
Figure 7. 
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Figure 7: Public Cloud 
• Private Cloud: It is a set of computing resources offered in a way to be de-
signed, defined and controlled by a particular organization (Figure 8). A major 
disadvantage of private cloud is the high acquisition and operating costs. Fre-
quently, it is confused with Virtualization, which however is only a small por-
tion of it. Private cloud subjects to the security restrictions of the organization, 
due to the implementation of the framework of an existing data center of an or-
ganization, thus providing greater security to sensitive data. Finally, private 
cloud stabilizes and optimizes the performance of existing hardware, in a partic-
ular data center, through the Virtualization technologies that they use, thus re-
ducing operating costs and improving the efficiency of the data center. [31] 
  -31- 
 
Figure 8: Private Cloud 
• Community Cloud: This model has a structure which is divided by many organi-
zations and serves a specific community. This community has as a common 
ground a particular goal or interest. This model has a feature that can be man-
aged by an agency or letting a third party organization or company have authori-
ty over it. Figure 9 shows an example of a community cloud model. [32] 
 
Figure 9: Community Cloud 
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• Hybrid Cloud: This model combines resources from public cloud, or resources 
from one or more private cloud, and even a combination of both. Figure 10 
shows an example of Hybrid Cloud model. 
A hybrid cloud can provide users with the following[33]: 
o Scalability: While private clouds offer a certain level of scalability, de-
pending on their settings (for example, either hosted internally or hosted 
externally), public clouds offer scalability with fewer limitations, be-
cause resources are diverted from the larger cloud infrastructure. 
o Cost Saving: public clouds are likely to offer more significant scaling 
economies (such as centralized management), and thus more cost-
effective than private clouds. Therefore, hybrid clouds are making possi-
ble for organizations to save money, while maintaining sensitive secure 
operations. 
o Security: private cloud as an element of hybrid cloud does not only pro-
vide security, where this is necessary for the sensitive functions, but it 
may also fulfill the regulatory requirements for handling and storage, 
when it is possible to be applied. 
o Flexibility: Availability of resources can provide organizations with 
more opportunities to explore various business directions. 
 
Figure 10: Hybrid Cloud 
An organization can implement a model or many different deployment models, depend-
ing on the cloud model that provides the best solution. For example, a critical applica-
  -33- 
tion that has as a purpose to maintain or any other specification of security, may require 
a hybrid or a private cloud model. In contrast, a generic application that can be required 
for a temporary work, may be ideal for a public cloud. We can see a table with all the 
attributes of the Deployment models at Figure 11. 
 
Figure 11: Deployment model matrix 
3.4 Cloud Storage 
Saving in cloud (Cloud Storage) or else file hosting, is the storage of computer data in 
remote infrastructure, and not to local storage devices that are connected to the comput-
er. 
There is a large number of providers of cloud storage services, many of which offer free 
storage services, such as Dropbox, SpiderOak, Box etc. Access to these various services 
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can be accomplished in various ways. The user can install the application software on a 
computer or use a browser. 
Cloud storage can be used by criminals to store illegal data and provide a distribution 
point that does not connect the owner or users with the illegal data. In other words, it 
provides a difficulty in accountability of ownership or correlation with illegal data. The 
data stored in the cloud can also be targeted by cybercriminals, who may be able to gain 
access to the victim’s account and the data contained therein. [22]. 
The security of cloud services is handled properly, but from a forensic standpoint, cloud 
storage does not ensure the forensic readiness or the facilitation of forensic analysis. 
Law enforcement agencies and investigators need to have access to the data stored in 
the cloud storage accounts. The difficulties arise from the attempt to apply traditional 
forensic investigation methods in a cloud environment. In a typical investigation of a 
computer, the physical material is seized, a copy is created, and the analysis is per-
formed at this duplicate. In a cloud storage environment, the hardware is housed in a 
large data center, which may be located in another country, and the can be distributed 
over many such data centers around the world. Therefore, physical analysis is the least 
challenging [21]. 
3.5 Digital Forensics and Cloud Storage 
Crimes related to cloud storage can be classified according to the definitions of cyber-
crime. Cybercrime can include crimes where a computer is used as a tool, target, or as a 
storage device. The data stored in the cloud may be the target of criminals, while cloud 
Storage can be used to store illegal data or data related to a crime. Cloud services can 
also be used as a tool for committing a crime. It has been reported that a virtual server 
of Amazon’s EC2 cloud service has been used in the attack that led to the disruption of 
Sony’s PlayStation Network service [25]. 
The difficulty of accessing the hardware to detect evidence, is a challenge for research-
ers. The “key” evidence may be distributed across multiple data centers in different 
countries. Given this, there may be legal and jurisdictional issues that must be addressed 
by researchers. 
The identification of the actual suspects in the cloud environment is also an issue. By 
confiscating a computer or a device, there may be evidence of ownership or correlation 
to an individual. Instead, in the operating environment of a cloud application, this corre-
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lation may not be possible. The use of anonymous networks, like TOR (The Onion 
Router), for accessing a cloud storage account, may hinder the investigations [11]. 
Finally, another issue faced by forensic experts is the identification of the service pro-
viders and their accounts, such as user names and passwords. The analysis of user de-
vices, such as hard drives, network traffic, or mobile devices, can provide this infor-
mation. 
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4 Examination of RAM 
A large portion of our research will focus on the analysis of RAM. For this reason, it is 
necessary to specify the type of evidence that we can find in RAM. Finally, since this is 
a type of volatile memory, we will try to clarify the lifetime of data and the factors on 
which it is connected. 
While traditional computer forensics involve the study of non-volatile storage media, 
such as hard drives and USB devices, memory forensics involve the conception and 
analysis of volatile memory, such as the RAM. 
Data are considered volatile, when they are likely to be lost after a restart of a system or 
be replaced during its normal operation. Such data are often not structured in the same 
way as file systems, and it can be more difficult to be identified and analyzed in mean-
ingful conclusions. However, the information that can be retrieved from the volatile da-
ta are often valuable in facilitating research, while many types of data can only be re-
covered from RAM [29]. 
4.1 The role of RAM analysis in modern digital en-
vironment 
The forensic examination of memory has the potential to contribute significantly to any 
investigation. It is extremely valuable since it overcomes several limitations of tradi-
tional forensic analysis, and even helps to address the problems posed by new technolo-
gies, such as encryption. Since technologies continue to evolve, the forensic examina-
tion of RAM will become increasingly critical to effectively collect the requisite evi-
dence. 
4.2 Forensic Analysis of RAM 
The analysis of the volatile memory is a less precise and defined process than the analy-
sis of a hard disk drive. Hard drives have a strictly predetermined structure, and analysts 
know where to look for certain structures and data types in a specific file system. (for 
example FAT 32). As far as the volatile memory is concerned, it is impossible to predict 
what will be found or where it will be saved. This is due to the fact that the volatile 
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memory is partitioned into different areas depending on which part of the memory is 
used. 
4.3 Types of Evidence that can be found in RAM 
Various types of evidence are available in the computer’s memory. The volatile and 
transient forms of evidence include (Amari, 2009): 
• The “active” processes and services. 
• The decrypted versions of programs. 
• System information (e.g. time elapsed since the last reboot). 
• Information for the online users. 
• Registry 
• Active network connections. 
• “Artifacts” of conversations and communications in social media and 
MMORPG games. 
• Recent communications over Webmail systems. 
• Information from Cloud services. 
• The decryption keys for the encrypted disks at the time of memory recovery. 
• Recent images seen by the user. 
• Malware 
4.4 Legal Implications of RAM Recovery 
It is important to realize that the process of retrieving the volatile memory will inevita-
bly leave its footprint to the system. While this may be acceptable to the analyst, it 
should be taken into account the laws governing this process. A proper and step by step 
documentation of memory’s retrieval is necessary for the collection of evidence that 
correspond to the applicable legal framework. 
4.5 Limitations of RAM Analysis 
The analysis of RAM has its limitations. Many types of data that are stored in computer 
memory are ephemeral. The information about the running processes will not disappear 
until you stop their execution. The situation is however not the same with the other con-
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tents of RAM. The residues of the recent discussions, communications and other user 
activities can be replaced by other data, whenever the operating system requires another 
memory block [13]. 
4.6 Tools and Techniques 
There is a series of tools and methods available for retrieving the volatile memory. 
From a forensic standpoint, there are certain conditions that any such a tool should ful-
fill. These conditions are: 
• Operation at kernel level 
• Portability 
• Only reading permissions for the data 
• Leaving as small digital footprint as it is possible 
Operation at kernel level is a prerequisite for such a tool. Many applications have safety 
precautions against RAM acquisition methods. At best there will be a series of zeroes 
instead of the data, and in the worst case scenario the application will take immediate 
measures for the destruction of the protected information and the system’s restart. For 
this reason, it is required that the tool is running at kernel level. 
These tools should be portable and ready to “run” from a device which is provided by 
the investigator (e.g. an external USB device). Moreover, no forensic tool should ever 
alter or modify the data that are analyzed. 
Lastly, the smaller footprint left by a memory acquisition tool, the better. The use of a 
tool that leaves footprints, may eventually lead to the destruction of certain evidence 
[19]. 
4.7 Data Preservation in RAM 
The purpose of this thesis is not to identify and examine how the volatile memory be-
haves and operates. However, in the framework of our investigation we should clarify 
the lifetime of data in volatile memory and the factors that are influencing them. 
So in this section we will try to gain some insight into the lifetime of the data that are 
stored in RAM (e.g. For how long will a program remain loaded in memory, when it 
had been loaded into memory while running? - While a program is still running, will it 
continue to reside in memory?). 
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After the program’s termination, will follow the reallocation of the memory that have 
been used. This action cannot be fully and precisely defined. There are a number of fac-
tors that can affect the distribution, redistribution and replacing of volatile memory [27]. 
Figure 12 below informs us about the preservation of memory data in a Solaris OS [19]. 
 
Figure 12: A graph of the number of changes in memory over time on a Solaris 8 machine set 
up as a DNS server with 768 MB of RAM 
At this graph, axis xx’ represents the days that the machine was running, and axis yy’ 
the number of pages that have changed. In this study 86% of the memory was not al-
tered. 
Moreover, in the context of this research it has been proved that the metadata of various 
processes and other data, remained in memory for more than 14 days, while the system 
was used. Finally, we should mention that the possibility for the data to be replaced in 
memory is connected with the user’s activities. 
4.8 Conclusions 
Summarizing, we can define the factors which affect the preservation of data in volatile 
memory. The type of operating system is an important factor, as is the available 
memory. The less effective the operating system is in the distribution of available 
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memory, the more sporadic will be the distribution. Moreover, the level of activity on 
the machine plays a huge role. 
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5 Methodology 
Our next goal is to create a methodology adapted to the specificities of cloud services 
by using the theoretical background of the previous chapters. However, in order to 
achieve this, we will need to define the general rules that should govern such a method-
ology. Finally, we will present the methodology on which we will rely to create our 
own. 
The science of Information Technology, in one way or another, is associated with most 
criminal investigations. Public prosecutor may issue a warrant for the investigation of 
emails and electronic documents of people who are suspected of murder or child por-
nography. Private companies are monitoring the personal computers of their employees, 
aiming to prevent leakage of company’s secrets to competitors. Scams are ascertained 
through the collection and analysis of data, from the information system, of the organi-
zation which is under investigation. So there is a need for standardization of this specif-
ic process, through a commonly accepted methodology. 
5.1 Requirements 
The methodology of tracing digital evidence should be practical and based on the gen-
eral procedure of collecting evidence. It should not be affected by technological chang-
es, but it should be adjusted according to the constraints and specificities of the case and 
the environment in which it occurred. However, the most important requirement is that 
it should be well structured, in a way that the standardization will be in the form of an 
online tool. 
Over the years, many digital forensic models have been proposed. In our research we 
will rely on the Law Enforcement Process Model, which we will present below. 
This data collection and evaluation methodology had been standardized by the United 
States’ Department of Justice. It is comprised of the following steps: 
• Preparation: Knowledge about the types of devices commonly encountered, po-
tential evidence sources, investigative tools, and equipment for collection, pack-
aging and transportation of electronic evidence. 
• Preservation: Securing and evaluating the crime scene; ensuring the safety of 
persons and protecting the integrity of all evidence. 
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• Documentation: Documentation of the scene, and electronic evidence. 
• Collection: “The search for, recognition of, [and] collection of… electronic evi-
dence.” 
• Examination: “Helps to make the evidence visible and explain its origin and 
significance.” 
• Analysis: “Looks at the product of the examination for its significance and pro-
bative value to the case.” 
• Reporting: “A written report that outlines the examination process and the perti-
nent data recovered completes an examination.” 
(Law Enforcement Process Model, 2008) – (Cybercrime and Cloud Forensics: Applica-
tions for Investigation Processes) 
5.2 Proposed Methodology 
In the previous chapters we have defined the general laws and rules that govern digital 
forensics. Then we defined cloud technology, cloud storage and how its use affects fo-
rensic investigations. Lastly, we mentioned in a separate chapter, the special role that 
RAM can play in digital forensics.  
Using the theoretical background of this chapter and the conclusions of the previous 
chapters, we will create a methodology that can easily, efficiently and reliably be used 
for the forensic analysis of cloud services. The Law Enforcement Process methodology 
is the standard by which we will create our own framework of investigation. 
In the following figure (Figure 13) we are presenting the proposed methodology and 
then we summarize its steps. 
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Figure 13: Proposed methodology 
5.2.1 Purpose 
At the beginning of an investigation it is important to define the purpose, nature and 
background of the analysis. We also have to define the boundaries of our research. At 
this stage we will mention the people that are involved, keywords, timetables that need 
to be respected, and any other relevant information. The primary purpose of the research 
can be quite generic, and as it progresses to focus on any issues that may arise. 
5.2.2 Preparation 
 After defining the purpose, the next step in the investigation is the understanding of the 
requirements, and to ensure that the correct equipment and information are available. 
This step may include the acquisition of equipment and training of the investigators.  
The preparation may also include the investigation of a particular program or a technol-
ogy in general. For example, if the research is associated with a specific cloud storage 
service, the investigator may initially conduct a research by using virtual machines to 
understand the “behavior” and functioning. At this stage, the schedule of the investiga-
tion, the staff and its tasks are getting defined. 
Purpose 
Preparation 
Identification 
and Collection 
Preservation Analysis 
Presentation 
Feedback / 
Completion 
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5.2.3 Identification and Collection 
The next step, in a typical forensic investigation is the identification and collection of 
digital data. It includes the procedures and methods for recording the scene of the crime, 
as well as the operations that were performed for the collection of evidence and their 
safe storage. 
In this phase, the investigator may discover that cloud storage services are being used.  
In this case, the investigator, firstly, will contact the service provider. If he is in posses-
sion of information that the provider can use (user name, access dates), then the provid-
er, according to the current legislation, may grant access to the data. 
5.2.4 Preservation (Forensic copy) 
It is the absolute replica of the original digital evidence, by using standard and accepted 
practices. The complete and thorough recording of our steps ensures the reliability of 
our operations. 
5.2.5 Analysis 
At this phase, the significance of the collected data is defined, and the conclusions are 
summarized based on the evidence that were found. In case of discovery of new data, 
the process returns to the step of Preparation. The analysis will be continued with the 
already replicated data, and the new data will be analyzed when they will be available. 
5.2.6 Presentation 
In the next stage of our methodology, the data are recorded and presented to the assign-
ors. The specialist should present his findings in a clear, concise, well-structured and 
precise report, in which he will explain all the conclusions that he has reached. The cre-
ation and use of a timeline of events will contribute to the understanding and explana-
tion of the events’ sequence. 
5.2.7 Feedback / Completion 
Feedback is the next step in our research. Therefore, we evaluate the results of our in-
vestigation, the correctness of the procedure and if the practices that we applied are rec-
ommended for reuse. The final step is the completion of the investigation. Based on in-
vestigator’s feedback, the process may return to the Presentation phase. If no further 
investigation is required, then the case can be completed. 
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6 Investigation Methodology 
6.1 Investigation Problem 
As we have already mentioned, cloud is used to store large amounts of data, including 
illegal data and evidence of criminal acts. We notice that there is a lack of information 
about forensic analysis of cloud storage and the data remnants that are created by its 
use. Finally, there is a lack of information about the alterations, if any, that may occur to 
the files after the use of this service. 
6.2 Investigation Purpose 
The purpose of this research is to answer the investigation problem that was analyzed in 
the previous subchapter. Our goal is to determine whether there are data which will 
prove that there was an access and use of such services, and if there is a method for the 
identification and preservation of data that are related to these services. 
The findings of our research will assist forensic investigators in identifying the use of 
cloud storage service and in providing a methodology for the identification and preser-
vation of digital evidence by a widely acceptable forensic procedure. 
6.3 Investigation Questions 
The two questions that will try to answer, will be analyzed in the following subchapters. 
6.3.1 Investigation Question 1 
Which are the evidence / data remnants that are created by the use of cloud services and 
allowing us to verify whether in fact there was a use of such services? 
This question leads to the following cases: 
Case 1: There are no data remnants from the use of cloud services which will help with 
the identification of the service provider, the user’s name, or the files that were trans-
ferred. 
Case 2: There are data remnants from the use of cloud services which allow the identi-
fication of the service, the user’s name, or the details of the files. 
The 2nd case leads us to the following sub-questions: 
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• Which are the data that remain on the computer after the installation of the ap-
plication software and its use for uploading and storage of data? 
• Which are the data that remain on the computer after accessing the cloud service 
through a browser? 
• Which data remain in the volatile memory when the application software is 
used, and which remain when a browser is used? 
6.3.2 Investigation Question 2 
The second question is the following: 
How will the file upload and download processes, of a cloud service, affect the internal 
files and metadata? 
6.4 Experimental Procedure 
We will implement this procedure to answer the investigation questions, regarding the 
use of cloud storage services like Box. The diagram in Figure 14 presents the procedure 
that will follow. Starting with a “clean” installation, Box cloud storage service was ex-
amined in a variety of scenarios that involved the use of the application software and 
two different browsers. In each of these scenarios we retrieve and maintain the contents 
of the RAM and the hard drive of the computer system. 
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Figure 14: Investigation’s experimental procedure 
For the examination of these different scenarios, a number of Virtual Machines (VM) 
were created. The virtual machines allowed us to easily and quickly, use and examine 
Box cloud storage service. Also we were able to examine Box cloud storage service in 
conjunction with different browsers: Mozilla Firefox (FFX) and Google Chrome (GC). 
If this procedure had been done through hardware, the needed time and generally the 
resources for the installation, deletion and re-installation would be burdensome. 
6.4.1 Experimental Procedure for Answering the First Question 
At the following tables we present the steps that we take, in the context of our investiga-
tion, to answer the first question that we posed. 
 
 
 
“Clean” In-
stallation 
Box 
Mozilla Fire-
fox 
Application 
Software 
Google 
Chrome 
Virtual Ma-
chine’s Hard 
Drive 
Virtual Ma-
chine’s RAM 
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Table 1: Investigation steps by using the Application Software 
Steps    Procedure 
1. Installation, in a “clean” VM, of the cloud application software that we will use. 
2. Uploading of files from the computer to the server of the service, through the in-
stalled software. 
3. Recovery of the virtual machine’s volatile memory and the creation of its hard 
drive’s image. 
4. Examination of the data, to find information, and extraction of useful conclu-
sions. 
5. Repetition of the procedure from step 1, in a new “clean” VM, though this time 
we will be downloading the files that are stored in the application’s server. 
 
Finally, this procedure will be repeated for the Box cloud storage service through a 
browser. 
Table 2: Investigation steps through the use of a browser 
Steps   Procedure 
1. Installation, in a “clean” VM, the browser that we are going to use. 
2. Uploading of files from the computer to the server of the service through the 
browser. 
3. Recovery of the virtual machine’s volatile memory and the creation of it’s hard 
drive’s image. 
4. Examination of the data, to find information, and extraction of useful conclu-
sions. 
5. Repetition of the procedure from step 1, though this time we will be download-
ing, through the browser, the files that are stored in the application’s server. 
 
6.4.2 Experimental Procedure for Answering the Second Question 
To answer the second investigation question, we use a different experimental procedure. 
We select the data that we will use and then we upload them, in the Box cloud storage 
service. 
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Thereafter, a different computer system is used for accessing the storage service and for 
downloading the files, which we will examine. The download of these files can be per-
formed either by using the service’s application, or through a browser. Lastly, an analy-
sis is performed to compare the original files with the ones that we downloaded. The 
procedure is summarized in the following tables: 
Table 3: File handling through cloud storage service’s software 
Steps   Procedure 
1. Creation of a new VM which will be used for accessing Box cloud application. 
2. Use of the VM and connection to the cloud application by using a browser and 
log in to the account that we use for this investigation. 
3. Browsing the files. 
4. Download the files that we are concerned with. Examination of files' metadata. 
 
Table 4: File handling through a browser 
Steps   Procedure 
1. Navigation to the page of the cloud storage application. Download and installa-
tion of its software. 
2. Account synchronization. 
3. We notice that the contents of the account are downloading to the VM. 
4. Examination of files’ metadata. 
5. Shutting down the virtual machine. 
 
6.5 Hardware 
The specifications of the computer system that we will use are described in the follow-
ing table. 
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Table 5: Investigation’s computer system 
Investigation’s computer system Personal Computer 
Operating System Windows® 7 64-bit Ultimate SP1 
Processor Intel® Core™ i7-2600k @ 3.4 GHz 
RAM 16 GB Dual-Channel DDR3 @ 1600 MHz 
Storage 1TB Western Digital Hard Disk Drive 
1TB Western Digital External Hard Drive 
 
6.6 Software 
In the following subchapter, we will briefly examine the tools and programs that we are 
going to use in our investigation. Programs which are used in the investigation proce-
dure: 
Access Data FTK Imager (version 3.4.3) 
It is a suite of tools that provides us with data preview capabilities and image creation. It 
allows us to quickly evaluate digital evidence, in order to be able to determine if further 
investigation is required. Finally, it grants us the ability to create duplicates of digital 
data, without bringing about changes to the original evidence. 
HexEdit (version 4.0) 
 It is a free editing program that allows us to analyze the files, regardless of size and 
type, in hexadecimal format. 
DumpIt (version 1.3.2 revision 20110401) 
It is a utility program that works in a console environment. It is a small executable file 
(517KB) that allows us to store the contents of RAM. 
Oracle VM VirtualBox (version 5.1.10 revision 112026) 
This is the program that we will use to create virtual machines. We should make a spe-
cial mention of Snapshot mode that VirtualBox provides and which we will analyze 
subsequently. 
Prodiscover Basic (version 7.0) 
It is an image creator tool of various storage devices. 
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OSForensics (version 4.0.1001) 
OSForensics is a digital research tool that allows us to extract data or to discover hidden 
information in a computer. It offers a variety of advanced features. 
As part of our investigation we will use the operations of creating signatures of an oper-
ating system and the execution of hash function to verify the data integrity. Finally, we 
should mention that it is possible to install OSForensics to a removable storage device. 
The following figure (Figure 15) shows the program’s interface and the features that it 
offers. 
 
Figure 15: OSForensics interface 
ESEDatabaseView (version 1.42) 
ESEDatabaseView is a program of Nirsoft that was built to provide access to ESE (Ex-
tensible Storage Engine) databases. We use it to get an overview of the database and to 
verify the data that are stored there, because of our experiments. 
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Esentutl.exe 
It is a command line tool that is integrated to Windows (as we can see at Figure 16). It 
provides utilities for the ESE databases and could, among other things, be used to dis-
play the metadata, or to recover an ESE database. 
 
Figure 16: Esentutl.exe command line tool 
CCleaner (version 5.24.5841) 
It is a program that is used to clean our operating system from unwanted files and inva-
lid registry entries. 
Eraser (version 6.2.0.2979) 
Eraser is an advanced security tool for Windows that allows us to completely remove 
sensitive data from our hard drive. 
DB Browser for SQLite (Portable version 3.9.1) 
As the title indicates, it is a free tool that allows us to create, design and edit SQLite da-
tabases. 
Kali Linux (version 2016.2) 
Kali is a Linux distribution that made a great effort of collecting and utilizing digital 
forensics software. We can download and use Kali, in the form of Live CD. 
It is a parameterized operating system based on Ubuntu Linux distribution, which con-
tains many useful tools that contribute to the work of a forensic investigator. A key ad-
vantage of this approach is that we operate in a non-changing or “dead” environment 
(Dead Analysis), which is appropriate way for computer forensic investigations. 
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Dcfldd 
The command “dd” of Linux allows users to do a bit-to-bit copy of a medium. The tool 
dcfldd works similar to the command “dd”, but it has many features designed for the 
computer forensics. 
Lastly, we should mention that the programs we use, are installed / stored in an external 
storage drive with size of 1 TB. This allows us to execute these tools quickly and easily, 
without making any changes to the computer that we investigate. 
6.7 Creation of Virtual Machines 
The Virtual Machines were created with Oracle’s VirtualBox v 5.1.10. Firstly, we cre-
ated a VM, in which we installed the operating system of Windows 7 Ultimate 32-bit, 
on a virtual drive with a maximum size of 25 GB (NTFS) and 1 GB of RAM. As part of 
our research, we chose to allocate to our operating system the least resources possible, 
to limit the amount of data, which we will need to examine. 
 
Figure 17: Virtual Machine’s features 
For each scenario that we will examine, the creation of a new and clean VM is required, 
in order to exclude any possibility of finding any data that does not correspond to reali-
ty. 
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To avoid the time consuming process of creating new virtual machines and install the 
operating system of Windows, we will use the option of Snapshot (Figure 18). 
 
Figure 18: Virtual Machine’s Snapshot 
The Snapshot mode is used when we want to maintain the exact state of a virtual ma-
chine, in order to return to it repeatedly. A snapshot maintains the virtual machine ex-
actly as it was when we took the snapshot. When we return to a snapshot, we discard all 
the changes that were made to the virtual machine by the time we took this snapshot. 
6.8 Files 
In our investigation we will use a variety of files. These files belong to several catego-
ries (e.g. .pdf, .jpeg, etc.). Specifically, we will visit the website of DigitalCorpora. This 
is a website that is used in the digital forensics training. It provides access to a number 
of files such as disk images, network packet dumps, cell phone dumps, etc. 
We will select a set of files that we will use in our investigation. Finally, this website 
provides to us the ability to easily and quickly find the hash value and the metadata of 
the files that are of interest to us. The files are presented in the table below. 
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Table 6: Presentation of the files that we will be handling 
Name Size 
(bytes) 
MD5 Hash Date 
(Created/Accessed/Modified) 
019192.jpg 62.206 5c1a7be3a7745f08da5c0f098ac5b975 25/11/2016 
020958.txt 34.766 284ac397b1b5628c07884baca3939969 25/11/2016 
028620.pdf 888.697 6294833fde8cb43dd82998ecbd93294f 25/11/2016 
093340.doc 3.515.904 90a08c197d52a0d5f027ce44c8fb0a5f 25/11/2016 
 
Afterwards we verify, by using the OSForensics toolset (as we see in Figure 19), that 
the hash values of the files, which we downloaded, remain unchanged. 
 
Figure 19: Procedure of creating Hash values 
6.9 Creation of Forensic Images 
First, we connect our USB external hard drive to the VM that is going to be examined. 
We use the DumpIt program (Figure 20) to acquire the computer’s RAM. When the 
program completes its process, the contents of RAM will be stored in a file of the form 
computer name-date-time and with an extension of .raw (as we can see in Figure 21). 
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We need to clarify that DumpIt is a simple tool and it does not have any analysis capa-
bilities. 
 
Figure 20: Use of the DumpIt program 
 
Figure 21: Form of the DumpIt file 
The next step is to create an image of the system that we will investigate. We navigate 
through the BIOS settings and we choose the DVD-ROM as the first boot device. Af-
terwards, we restart the virtual machine, though we are running Kali’s Live forensic 
mode and not the operating system of Windows. 
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We select Kali’s Live forensic mode for the reasons we mentioned in the previous chap-
ter (Figure 22). 
 
Figure 22: Selection of Kali’s operation mode 
Once Kali operating system loads, we open a terminal window. Afterwards, by using 
the command fdisk -l we find useful information on the hard disk of the virtual machine 
/dev/sda, and for the external hard drive, where we are going to store the data /dev/sdb 
(as we can see in Figure 23). 
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Figure 23: Information about the hard drives 
Next we will use the Dcfldd program. Initially, through the mount command, we create 
a virtual connection between the external hard drive and Kali operating system. We cre-
ate the digital footprint of our objective by using the md5sum command (Figure 24). 
Finally, we start the process of creating the image and the digital footprint, by using the 
dcfldd command (as we can see in Figure 25). 
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Figure 24: Command sequence for the creation of the image 
 
Figure 25: Completion of image creation 
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After the completion of the process, we compare the initial and final digital footprint in 
order to ensure the integrity of our data (as we can see below in Figure 26). 
 
Figure 26: Confirmation of image integrity 
This means that the image.dd file is an exact copy of the virtual machine’s hard drive 
disk. 
6.10 Analysis of Forensic Images 
Now we can use several tools (e.g. FTK Imager) to analyze the image that we have ac-
quired. Given the fact that our investigation is limited to a particular application, we 
will use simple methods and specific programs. 
Before we proceed further, we should mention that we use a copy of the original image 
that we have acquired. We use FTK Imager to create forensic images of the files that we 
recovered in the previous step. Thus, the original files remain inaccessible and intact. 
Firstly, we use ProDiscover Basic program (Figure 27). This program has the ability to 
create the files that are necessary, in order to be able to “load” the image that we creat-
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ed, in a virtual machine. Specifically, based on the image.dd file it creates the im-
age.vmdk file (as we can see in Figure 28 and Figure 29), which we will use next. 
 
Figure 27: Screenshot of the ProDiscover program use 
 
Figure 28: Procedure to create the image.vmdk file 
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Figure 29: image.vmdk files created inside the external hard drive 
 
We create a new virtual machine by using VirtualBox. We use the wizard and choose to 
install the operating system later (Figure 30). All the other settings are on default. Af-
terwards, we remove the default hard drive and choose to add the file that we created 
with ProDiscover Basic (as we can see in Figure 31 and Figure 32). 
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Figure 30: Creation of Virtual Machine and choosing to install the operating system later 
 
Figure 31: Removal of the default disk and addition of the file that we created (1) 
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Figure 32: Removal of the default disk and addition of the file that we created (2) 
This way we created a secure forensic virtual machine of the computer system to be 
tested. 
6.11 Analysis of Browsers 
6.11.1 Analysis of Mozilla Firefox (FFX) 
The data that are generated from the use of Mozilla Firefox are stored in the following 
location (as we can see in Figure 33): 
C:\Users\Forensic_Tester\AppData\Roaming\Mozilla\Firefox 
Please note that if you want to be able to see the AppData file, you have to enable 
“Show hidden files, folders, and drives”, by opening a folder window and “click” on the 
Organize button, and then select “Folder and Search Options”. Then you have to click 
the View tab and select “Show hidden files and folders” in the list. 
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Figure 33: Presentation of Mozilla Firefox’s files 
Also in the Profiles\xxxxxxxxxx.default (Figure 34) folder are stored, in a sqlite format, 
the data that are being generated while using the browser (History, Downloads, Login 
Credentials, etc.). 
 
Figure 34: Folder of the to be examined SQL databases 
By using the “DB Browser for SQLite” program, we examine the contents of these files. 
In “places.sqlite” file we find information about the addresses which we have visited, 
and the files which we have downloaded (Figure 35 and Figure 36). 
-66- 
 
Figure 35: Places.sqlite file 
 
Figure 36: Investigation of Mozilla Firefox’s database (places.sqlite) 
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6.11.2 Analysis of Google Chrome (GC) 
The data that are generated from the use of Google Chrome are stored in the following 
location (as we can see in Figure 37): C:\Users\Forensic_Tester\AppData\Local\Google 
 
Figure 37: Presentation of Google Chrome’s files 
Also in the “Chrome\User Data” folder (Figure 38), in a sqlite format, the data that are 
being generated by using the browser (History, Downloads, Login Credentials. etc.). 
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Figure 38: Folder of the to be examined SQL databases 
By using the “DB Browser for SQLite” program, we examine the contents of these files. 
In “History” file we find information about the internet addresses which we have visit-
ed, and the files which we have downloaded (we can see below in Figure 39 and Figure 
40). 
 
Figure 39: Google Chrome’s History file 
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Figure 40: Investigation of Google Chrome’s database (History) 
6.12 Signature Comparison Methodology 
As part of our research and for finding the changes that the installation and uninstalla-
tion of the Box cloud storage application lead, we will use the procedure of creating and 
comparing signatures, by using OSForensics (Figure 41). 
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Figure 41: Snapshot from the signature creation process 
OSForensics gives us the ability to create a digital forensic signature of a hard drive 
disk. We can discover the changes that took place in our computer system, by compar-
ing digital signatures that were created at different times. 
6.13 Limitations of the Investigation 
Version Dependent: Due to the experimental nature of this investigation, the results ap-
ply only to the version of the software that was used during the investigation. The pre-
vious versions of the software may have different results, and the subsequent changes in 
software may lead to different conclusions. Moreover, the access to a cloud service 
through a browser is based on the information that the provider returns. However, this 
can be changed, since each provider updates the HTML, or any other code, used for the 
presentation of the information to the end user. 
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Operating System Dependent: The investigation was conducted by evaluating the 
changes that were made to the files of a computer system with Windows 7, and with the 
NTFS file system. Alternative operating systems such as Microsoft’s XP, Vista, 8, 10, 
Apple’s Mac OS, and the various distributions of Linux, may have different data rem-
nants. Other file systems, such as EXT3, can also lead to different findings. Therefore, 
there might be different conclusions in relation to the survey questions, when Windows 
7 and NTFS file system are not used. 
6.14 Conclusions 
This chapter describes the purpose of our investigation. We recorded the questions of 
our research, and through the methodology we determined the procedure that we are 
going to follow in the next chapters. We described the hardware and software that we 
will use, and we identified the limitations of our investigation. 
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7 Digital Forensic Investiga-
tion of Box Cloud Storage 
Service 
7.1 Introduction 
Box is an alternative solution for users who want to use a cloud storage service. Users 
may also access this service through their mobile devices, such as smartphones and tab-
lets (Android, IOS). 
Box offers free access to accounts with 10 GB of storage space and 250 MB file upload 
limit. Subscription payment in this application does not only increase the supplied stor-
age space, but also the provided services, such as operations history and Log files. Box 
is oriented towards corporate use. The following figures (Figure 42 and Figure 43) show 
the offered services by the application. 
 
Figure 42: Presentation of Box’s cloud storage services (1) 
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Figure 43: Presentation of Box’s cloud storage services (2) 
All accounts, even those that are free, allow us to share files or folders through a link. 
Box also incorporates the ability to add comments in our files. Finally, we can gain ac-
cess to this application through its own free downloadable software, or through a 
browser. 
7.2 Purpose/Objective 
The purpose of this investigation is to identify the data remnants on a computer with 
Windows 7, after using the Box cloud storage service. These data remnants could be the 
user name, password, files that are stored in the account, and the related to these files 
metadata. Also in the context of our investigation we are using anti-forensic procedures, 
in order to be able to compare the initial and final state of the system. 
7.3 Box Service Analysis in Windows 7 Environ-
ment 
7.3.1 Preparation 
In order to collect the data that are needed to answer the questions of our investigation, 
we created a virtual machine. By following the methodology, which we defined in 
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Chapter 6, we used Box cloud storage service to create notes and attach 4 files (.jpeg, 
.txt, .pdf, .doc). Lastly, we also examined the synchronization features that it offers. 
For the preparation of Box’s investigation, except from the software that we analyzed in 
Chapter 6, we also used: 
• BoxSync Windows (version 4.0.7724.0) 
• CCleaner (version 5.24.5841) 
• Eraser (version 6.2.0.2979) 
• ESEDatabase View (version 1.42) 
• DB Browser for SQLite (portable version 3.9.1) 
• Mozilla Firefox (version 50.0.2) 
• Google Chrome (version 55.0.2883.75) 
 
Finally, in the context of preparation we have used the signature creation procedure of 
OSForensics, before and after the installation of Box, in order to detect accurately and 
effectively the changes that were made to the operating system of the virtual machine. 
7.3.2 Identification and Collection 
In this investigation, the mean that contain the information needed to perform the analy-
sis were identified. They are the RAM and the hard drive of the virtual machine. Fol-
lowing the procedures that we defined in Chapter 6, we recovered with a forensic ac-
ceptable way the RAM and the hard drive of the virtual machine. 
7.3.3 Preservation 
For this investigation we created a forensic copy of the two files that we acquired in the 
process of collection and recovery. To achieve this, we used the Access Data FTK Im-
ager program. 
7.3.4 Analysis 
At this stage, we used a number of tools, such as OSForensics. Firstly, we want to de-
fine the changes, which are made on the operating system of Windows 7, after the in-
stallation and uninstallation of BoxSync. 
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We want to check if we can find out that this program was used, even if it was unin-
stalled from the operating system. 
For this reason, we use OSForensics and the option of creating and comparing signa-
tures. In the table below (Table 7) we see the files that were created after the installation 
of BoxSync service. In folder “C:\Program Files\Box\Box Sync” are installed the files 
that are necessary for the operation of the application. 
Table 7: Executable files of Box 
 
 
 
In folder “C:\Users\Forensic_Tester\AppData\Local\Box Sync\Logs” are stored the Log 
files (Table 8). 
Table 8: Log files related to Box 
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In folder “C:\Users\Forensic_Tester\AppData\Local\Box Sync” are installed the SQL 
databases that the application uses (Table 9). 
Table 9: Application’s SQL databases 
 
The files that we are transferring, are stored in the folder 
“C:\Users\Forensic_Tester\BoxSync” (Table 10). 
Table 10: File storage folder 
 
In the following tables we see the changes in the operating system’s Registry, after the 
installation of BoxSync (Table 11 and Table 12). 
 
Table 11: Registry changes (1) 
 
Table 12: Registry changes (2) 
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7.4 Use of the Application Software for Uploading 
Files 
7.4.1 Event Logs Examination 
Next we will examine the Log files. We find references to the file that we uploaded and 
the time that this action took place (Table 13 and Table 14). However, we notice that 
the hash value is not the same as the one that we calculated in Chapter 6. This is due to 
the fact that Box uses the SHA-1 hash function (Table 14). Lastly, we retrieve infor-
mation about the file size (Table 14). 
Table 13: Examination of Log files (1) 
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Table 14: Examination of Log files (2) 
 
In the next figure (Figure 44) we can see that the hash values are identical. 
 
Figure 44: Use of SHA-1 hash function 
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Also we managed to find the user’s name and email address that are associated with the 
user, the time and date that the log was made, as well as the account ID (as we can see 
in Table 14). 
The next step of our research is to examine the application’s SQL database, which is 
item_status.db. We discover the files that we uploaded and the time and date of occur-
rence of this action (Figure 45). 
 
Figure 45: Discovery of email address, time, date and the name of the files we uploaded 
The following table summarizes our findings in this scenario. 
Table 15: Using Box’s application software 
Source Findings 
Logs Information about: 
• the update of the service 
• the operations of the service 
• the name of the files, their size and 
their hash values 
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• the time and date when we upload-
ed them 
• the ID, the name and email of the 
user 
Database 
• item_status.db 
Information about: 
• the files we uploaded 
• the time and date when we upload-
ed them 
• the email of the user 
 
7.4.2 Examination of RAM 
At this stage of our investigation we will examine the RAM. We were able to success-
fully discover the user’s name, his ID and the email address that is associated with this 
account (as it is shown in Figure 46). 
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Figure 46: Discovery of username, email and ID in RAM 
It is worth mentioning that we were also able to discover the password we entered to 
gain access to the Box cloud storage application (Figure 47). 
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Figure 47: Discovery of account’s password 
Next we focused on the discovery of the files that we uploaded. We successfully recov-
ered the name, hash values, date and time of the files that we uploaded, and dates which 
are associated with the actions we performed (as we can see in Figure 48). 
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Figure 48: Discovery of the files we transferred 
To sum them up, with the examination of RAM we discovered information about: 
• the username 
• the email address that is associated with this account 
• the user ID 
• the password we entered to gain access to Box cloud storage application 
• the name, hash values, date and time of the files that we uploaded 
• the time and dates which are associated with the actions we performed 
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Table 16: Examination of RAM (use of Box’s application software) 
Source Findings 
Logs Information about: 
• the update of the service 
• the operations of the service 
• the name of the files, their size and 
their hash values 
• the time and date when we upload-
ed them 
• the ID, the name and email of the 
user 
Database 
• item_status.db 
Information about: 
• the files we uploaded 
• the time and date when we upload-
ed them 
• the email of the user 
RAM Information about: 
• the name, hash values and size of 
the files 
• the date and time when we upload-
ed them 
• the username, email address and 
user ID of the account that we used 
 
7.5 Use of the Application Software for Retrieving 
Files 
In this scenario we downloaded the files that we had stored on the application server. 
When we connect to the application server then the data of our folder, which are located 
locally on the computer, synchronize automatically with those on the server. 
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7.5.1 Event Logs Examination 
By examining the log files, we discover the files that we downloaded, their hash values, 
their size, the date and time that we downloaded them (as we can see in Table 17). 
Table 17: Examination of Log files (1) 
 
Finally, we recovered the user’s name, the email address and the user ID that are associ-
ated with this account (as we can see in Table 18). 
Table 18: Examination of Log files (2) 
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Next we head to the folder “C:\Users\Forensic_Tester\AppData\Roaming\Box 
Sync\UserData”. There in file “ChecksumHashFile.txt” we find the name of the files, 
their size and their hash values (Figure 49). 
  
Figure 49: Discovery of the files we transferred 
Summing up: 
Table 19: Use of Box’s application software 
Source Findings 
Logs Information about: 
• the update of the service 
• the operations of the service 
• the name of the files, their 
size and their hash values 
• the time and date when we 
uploaded them 
• the ID, the name and email 
of the user 
Database Information about: 
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• item_status.db • the files we uploaded 
• the time and date when we 
uploaded them 
• the email of the user 
C:\Users\Forensic_Tester\AppData\Roaming\Box 
Sync\UserData 
• ChecksumHashFile.txt 
Information about: 
• the name of the files 
• their size 
• their hash values 
 
7.5.2 Examination of RAM 
By examining the RAM, we found the name of files, their size, their hash values and the 
time and date we downloaded them (as shown in Figure 50). 
 
Figure 50: Examination of RAM (1) 
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Lastly, as shown by the following figure (Figure 51), we found information, such as the 
user’s name, email address and user ID and the last time the user logged in, which are 
associated with the account that we used. 
 
Figure 51: Discovery of user’s name, email address and user ID 
Summing up, the information that we recovered by examining RAM, are the following: 
• the name of the files 
• their size 
• their hash values 
• the time and date when we downloaded them 
• information related to the account that we used, like the user’s name, email ad-
dress and user ID 
• the last time that user logged in 
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7.6 Results of Box’s Application Software Analysis 
In the following table (Table 20) our findings from the scenario of file transferring 
through Box’s application software are briefly presented. 
Table 20: Use of Box’s application software (summarized) 
Source Findings 
Logs Information about: 
• the update of the service 
• the operations of the service 
• the name of the files, their 
size and their hash values 
• the time and date when we 
uploaded them 
• the ID, the name and email 
address of the user 
Database 
• item_status.db 
Information about: 
• the files we uploaded 
• the time and date when we 
uploaded them 
• the email address of the user 
C:\Users\Forensic_Tester\AppData\Roaming\Box 
Sync\UserData 
• ChecksumHashFile.txt 
Information about: 
• the name of the files 
• their size 
• their hash values 
RAM Information about: 
• the name, hash values and 
size of the files 
• the date and time when we 
uploaded them 
• the username, email address 
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and user ID of the account 
that we used 
• the last time that the user 
logged in 
 
7.7 Access through Browser 
In this subchapter we will use Box through a browser. In the following figure (Figure 
52) we can see the application’s interface. 
 
Figure 52: Application’s interface through a browser 
7.7.1 Use of Mozilla Firefox 
In this scenario we will use Mozilla Firefox, through which we will upload our files on 
the application server. By following the methodology, we have defined, we were able to 
identify many references that prove our access to Box cloud storage service. 
The examination of Firefox’s History proves that indeed we gained access to the appli-
cation’s website (as we can see in Figure 53). 
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Figure 53: Mozilla Firefox’s History 
Also as we have seen in Chapter 6, all the data that are generated from the use of Mozil-
la Firefox are stored in the following location 
“C:\Users\Forensic_Tester\AppData\Roaming\Mozilla\Firefox\Profiles\xxxxxxxxxx.def
ault”. There we find “places.sqlite” database, where the History of the browser is stored, 
and “cookies.sqlite” where the browser cookies are stored. We will examine the con-
tents of these files, by using the “DB Browser for SQLite” (as we can see in Figure 54 
and Figure 55). 
We discovered the name and type of the files that we uploaded to Box cloud storage 
service. We also found when we last visited the site, how many times and when we up-
loaded the files. 
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Figure 54: Examination of Firefox’s History database 
 
Figure 55: Examination of Firefox’s Cookies database 
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The examination of RAM led us to the discovery of evidence that confirm the use of 
Box cloud storage service, the name of the files and the time and date when we upload-
ed them (Figure 56 and Figure 57). 
 
Figure 56: Examination of RAM (1) 
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Figure 57: Examination of RAM (2) 
Also we managed to successfully discover the contents of the uploaded files and the re-
lated metadata (as we can see in Figure 58, Figure 59 and Figure 60). 
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Figure 58: Discovery of files’ metadata 
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Figure 59: Discovery of contents (1) 
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Figure 60: Discovery of file contents (2) 
Finally, we could not find any information regarding the size and the hash values of the 
files that we transferred. 
Download (Examination of RAM) 
By examining the RAM, we discovered the name of the files that we downloaded, and 
the folder in which we stored them (Figure 61). 
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Figure 61: Examination of RAM (3) 
7.7.2 Use of Google Chrome 
In this scenario we will use the Google Chrome browser. We navigate in folder 
“C:\Users\Forensic_Tester\AppData\Local\Google\Chrome\User Data\Default”, where 
the History and Cookies databases are located. 
By studying the browser files, we discover entries that confirm our visit in Box’s web-
site (History, Cookies). However, we were unable to discover any other information 
(Figure 62 and Figure 63). 
 
Figure 62: Examination of Google Chrome’s History database 
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Figure 63: Examination of Google Chrome’s History 
The examination of RAM led us to the discovery of evidence that confirm the use of 
Box cloud storage service, the name of the files and the time and date when we upload-
ed them. Also we managed to successfully discover the contents of the uploaded files 
and the related to them metadata. Finally, we found information regarding their size and 
hash values (we can see all these in the following figures, Figure 64, Figure 65 and Fig-
ure 66). 
 
Figure 64: Examination of RAM (1) 
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Figure 65: Examination of RAM (2) 
 
Figure 66: Examination of RAM (3) 
Download (Examination of RAM) 
By examining the RAM, we discovered the name of the files that we downloaded, and 
the folder in which we stored them (Figure 67). 
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Figure 67: Examination of RAM (4) 
7.7.3 Conclusions 
In the following table (Table 21) we summarize the findings from our access to Box 
cloud storage service through two browsers. 
Table 21: Accessing Box through browser 
Browser Findings 
Mozilla Firefox 
• History 
• Cookies 
• RAM 
Proved our access to Box cloud storage 
service, when we last visited the site and 
how many times. 
Upload 
• discovered the name and type of 
the files that we uploaded 
• discovered the time and date when 
we uploaded them 
• discovered the contents of the up-
loaded files and the related to them 
metadata 
Download 
• discovered the name of the files 
and the folder in which we stored 
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them 
Google Chrome 
• History 
• Cookies 
• RAM 
Proved our access to Box cloud storage 
service, when we last visited the site and 
how many times. 
Upload 
• discovered the name and type of 
the files that we uploaded 
• discovered the time and date when 
we uploaded them 
• discovered their size and hash val-
ues 
• discovered the contents of the up-
loaded files and the related to them 
metadata 
Download 
• discovered the name of the files 
and the folder in which we stored 
them 
 
7.8 Metadata 
7.8.1 Use of Box’s Application Software 
In this scenario we downloaded the investigated files to our virtual machine, by using 
Box’s application software. As it is shown in the following figure (Figure 68), the vari-
ables Date Created and Date Accessed got as a value the time and date that the down-
load got completed. On the contrary the variable Date Modified was not affected. 
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Figure 68: File’s metadata through Box’s application software 
7.8.2 Use of Browser 
In this subchapter we examined the alterations that were brought on the files’ metadata 
by the use of Box through a web browser (Mozilla Firefox, Google Chrome). 
The variables Date Created, Date Accessed and Date Modified of the files, got as a val-
ue the time and date that the download got completed (as we can see in Figure 69). 
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Figure 69: File’s metadata through the use of a browser 
It is worth nothing that in both scenarios the rest metadata of the files were unaffected 
(Figure 70). 
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Figure 70: File’s metadata 
7.9 Deletion 
In this subchapter we examine the behavior of the application when we delete the files. 
7.9.1 First Scenario of File Deletion 
In the first scenario we deleted the files that we have saved locally on our virtual ma-
chine, through the application software. The files that we deleted were transferred to the 
local recycling bin, while our account in Box’s server was synchronized through the ap-
plication software. 
By examining the Log files, we discover the files that we deleted, their checksum and 
the time and date that this action took place (Table 22). 
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Table 22: Examination of Log files (1) 
 
Also we discover references to the files we deleted in folder 
“C:\Users\Forensic_Tester\AppData\Roaming\Box Desktop\UserData” as it is shown in 
the following figure (Figure 71). 
 
Figure 71: Discovery of the deleted files 
7.9.2 Second Scenario of File Deletion 
In the second scenario we connect to our account through Box’s application software, 
by using the virtual machine that we have created. Then, by using another virtual ma-
chine, we connect to our Box account -either through a browser or through the applica-
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tion software- and delete the files of our choice. This results in the synchronization of 
our account and the deletion of the files from the application’s software shared folder 
“Box Sync” of the original virtual machine. 
The information that we find are similar to these of the previous scenario, as it is shown 
from the examination of the log files (Table 23). 
Table 23: Examination of Log files (2) 
 
7.9.3 File Deletion through Browser 
The files that we delete are stored in “Trash” folder, regardless of the browser that we 
are going to use. We must manually take care of their deletion again from this folder. 
As it is illustrated in the following figure (Figure 72), we can recover those files within 
30 days or else the service will delete them permanently. 
 
Figure 72: Box’s trash folder 
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7.10 Box’s Application Software Uninstallation 
Lastly, we analyzed the behavior of Box cloud storage service during the uninstallation 
process, by comparing the signatures of the system. 
In the first scenario we uninstalled the program through the Control Panel of the Win-
dows 7 operating system. This way we found a plethora of references to Box’s applica-
tion software in Window’s registry, while “BoxSync” folder remained intact. 
In the second scenario we will use the program CCleaner for the uninstallation of Box’s 
application software. After uninstalling Box, we used the Registry Scan option to re-
move from Windows registry any remaining references to Box. In this scenario, we 
found again references to Box’s application software in Window’s registry, while 
“BoxSync” folder remained intact. 
Finally, in the third scenario we also used Eraser, instead of only using CCleaner. We 
managed to completely delete “BoxSync” folder, though references to Box continued to 
exist in Windows registry. 
Summing up, after uninstalling Box application software, we can safely say that the in-
vestigator is able to discover data which prove its use -in the worst case scenario- or 
even discover the files that we transferred through Box’s application software. 
Table 24: Conclusions from the uninstallation of Box’s application software 
Scenario Findings 
1st Scenario: Normal uninstallation • References to Box in registry 
• BoxSync folder remained intact 
2nd Scenario: Use of CCleaner • References to Box in registry 
(though less than the 1st Scenario) 
• BoxSync folder remained intact 
3rd Scenario: Use of CCleaner and Eraser • References to Box in registry 
(same with 2nd Scenario) 
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7.11 Presentation 
In the following table (Table 25) we summarize our findings from the forensic investi-
gation of Box cloud storage service. 
Table 25: Forensic investigation’s findings of Box cloud storage service 
Operating System Findings 
Installation path 
Application’s installation path 
C:\Program Files\Box\ 
C:\Users\Forensic_Tester\AppData\Local\Box 
Sync\ 
C:\Users\Forensic_Tester\AppData\Roaming\Box 
Desktop 
C:\Users\Forensic_Tester\BoxSync 
Uninstallation References in Windows registry 
BoxSync folder remained intact (use of a specific 
program for its deletion) 
Box’s Application Software Analy-
sis 
Findings 
Logs Information about: 
• the operations of the service 
• the name of the files, their size and their 
hash values 
• the time and date when we uploaded them 
• the ID, name and email address of the us-
er 
Database 
• item_status.db 
Information about: 
• the name of the files, their size and their 
hash values 
ChecksumHashFile.txt Information about: 
• the name of the files, their size and their 
hash values 
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RAM Information about: 
• the name, hash values and size of the files 
• the time and date when we uploaded them 
• the username, email address and user ID 
of the account that we used 
• the last time that the user logged in 
Box Analysis through a Browser Findings 
Mozilla Firefox and Google 
Chrome 
• History 
• Cookies 
• RAM 
Proved our access to Box cloud storage service, 
when we last visited the site and how many times 
Upload 
• discovered the name and type of the files 
that we uploaded 
• discovered the time and date when we up-
loaded them 
• discovered the contents of the uploaded 
files and the related to them metadata 
• discovered their size and hash values (on-
ly for Google Chrome) 
Download 
• discovered the name of the files and the 
folder in which we stored them 
Metadata Findings 
• Date Created 
• Date Accessed 
• Date Modified 
Downloaded the files through: 
Box’s application software 
• got as their value the time and date that 
the download of the file got completed 
• except from Date Modified that was not 
altered 
a browser 
• all of them got as their value the time and 
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date that the download of the file got 
completed 
File Deletion Findings 
Log files • the files that we deleted 
• their hash values 
• the time and date that the deletion took 
place 
File deletion through a browser • temporary storage in Trash folder 
• recoverability of these files within 30 
days 
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8 Investigation Conclusions 
In this chapter we will examine whether we were able to answer the questions we had 
placed at the beginning of our investigation. 
8.1 Investigation Objectives 
As we have already stated, the focus of this research is to determine whether there are 
any data remnants from the use of cloud storage services in a computer system with 
Windows 7 as operating system. In the first Chapter we defined the objectives of our 
research: 
Objective 1: Determine the theoretical background of digital forensics and cloud storage 
technology. 
In Chapter 2 we analyzed digital forensics, the principles and the rules which are gov-
erning it. In Chapter 3 we defined cloud technology and how it affects digital forensics. 
In chapter 4 we analyzed and examined the “behavior” of RAM, and the data that we 
can discover in it. 
Objective 2: Develop a framework of digital forensic analysis, that will help investiga-
tors to follow a standard procedure, when undertaking forensic analysis of cloud storage 
services. 
In Chapter 5 we defined the proposed methodology. 
In Chapter 6 we defined the investigation purpose, problem, and a set of questions. We 
set the experimental procedure, presented the forensic tools that we proposed, created a 
virtual machine, and extracted a hard drive image and the contents of RAM. Lastly, we 
examined the data that are generated from the use of various browsers. 
Objective 3: Examine popular cloud storage services, like Box, and check if there are 
any data remnants to contribute to forensic research and analysis. 
In Chapter 7 we examined Box cloud storage service. Based on our findings, we con-
cluded that there is a wealth of data generated by the use of these services, either 
through software or through a browser. 
Objective 4: Examine the effects, from a forensic standpoint, that the data traffic of the-
se applications have (metadata, date of access, hash value modification). 
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Similarly, in chapter 7 we examined Box cloud storage service and discovered the 
changes that were brought about by file handling through this cloud service. 
8.2 Investigation Findings 
The role of Chapter 6 is to help us with the transition from the theoretical perspective of 
our investigation to the practical part of cloud services’ examination. To achieve this, 
we raised a number of questions. 
8.2.1 Investigation Question 1 
The first investigation question is the following: 
1. Which are the evidence / data remnants that are created by the use of cloud ser-
vices and allowing us to verify whether in fact there was a use of such services? 
In Chapter 7 we analyzed in depth the Box cloud storage service. We discovered the 
existence of digital evidence in a computer system with Windows 7 as operating sys-
tem, by using the application software, or by using a browser. Also we discovered data 
remnants, even when we used anti-forensic procedures. Our investigation question 1 led 
to the following sub-questions: 
Case 1: There are no data remnants from the use of cloud services which will help with 
the identification of the service provider, the user’s name, or the files that were trans-
ferred. 
Case 2: There are data remnants from the use of cloud services which are allowing the 
identification of the service, the user’s name, or the details of the files. 
As we have already defined, in the context of our investigation we discovered data rem-
nants in our computer system. So the second Case is proved right and leads us to the 
following questions. 
• Which are the data that remain on the computer after the installation of the ap-
plication software and its use for uploading and storage of data? 
The analysis results of the selected Box cloud storage service are presented in Chapter 
7. Initially we focused on the use of Box and the data remnants which arise from its use. 
We defined the software installation locations, either in folder “AppData”, “Roaming” 
or “Local”. We have found the user name either in application’s database, in browser’s 
files or in RAM. It must be noted that we also found the password of the account, either 
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in RAM or in hard drive’s files. Each investigator must focus his investigation on 
item_status.db file, which is a SQL database file, that is located at: 
C:\Users\Random_User\AppData\Local\BoxSync\item_status.db 
• Which are the data that remain on the computer after accessing the cloud service 
through a browser? 
Given that we accessed Box cloud storage service through two browsers, we successful-
ly discovered the username of the account. We also found multiple URL that confirmed 
the use of this service. Finally, by examining the browsers’ files we discovered the files 
that we transferred and information about them (hash values and dates). 
• Which data remain in the volatile memory when the application software is 
used, and which remain when a browser is used? 
Memory analysis revealed us a great wealth of information. Firstly, we discovered, in 
plaintext, the user name and password that we used for our access to Box cloud storage 
service. Finally, we managed to find out the names, sizes, hash values and content of the 
files that we transferred. 
8.2.2 Investigation Question 2 
The second investigation question is the following: 
2. How are the file upload and download processes, of a cloud service, affect the 
internal files and metadata? 
The process of transferring files does not change the contents of the folders, nor their 
relevant metadata, such as the creation date, author and hash value. Instead, what is 
changing are the variables Date created, Date accessed, and Date modified of the file. 
The values that these variables take, depend on the way the download of the files took 
place. 
8.2.3 Special Mention and Further Research 
We should particularly mention the fact that in the scenario that we tested, we were able 
to discover not only the username, but also the password. In addition, by creating a vir-
tual machine, based on the hard drive that we recovered, we were able to gain access, 
automatically, to Box cloud storage service. This is happening because the software of 
this kind of applications auto-logins to the user account when the system startup. Lastly, 
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the areas where we can focus in a future investigation for, is to examine the network 
packets during the use of this service, as well as access it through smartphones. 
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